Espomnos. Inpopmartist 3 HeoOMeXEHUM 10CTyIIOM — basoBuid piBEHb 3aXHCTY
Jlo3BoneHo s my6ikanii B YkpaiHi

MEMOPAHAYM MNPO B3AEMOPO3YMIHHA
Mix YKpaiHoo Ta EBPONENCbKUM NONiLenCbKnm odicom
040 BCTAHOBMEHHSA 3aXMULLEHOI NiHiT 3B'A3KY

YkpaiHa
Ans uinei uboro MemopaHayMmy npo B33aEMOpPO3YMiHHA NpeacTasneHa B ocobi MinicTpa
BHYTPIiWHix cnpas (aani - «MiHicTepcTBO»)

Ta

€Bponeicbkuii noniuencbknii ogic

Ans uineit uboro MeMopaHayMy Npo B3a€MOPO3YMiHHA npeacraBnenuit B 0cobi
OupexTopa (aani — «Esponon»),

nani pasom sik «CTopoHn» abo okpeMo sk «CTopoHa»,

Kepyouncb Yroaot Mix YKpaiHoto Ta €BponeiicbkuM noniueincbknm odicom npo cTpaTerivyHe
cniBpo6iTHUUTBO BiA 4 rpyaHs 2009 poky (mani - «Yroga npo cniepobiTHULTBOY),

3pa)alouM Ha Te, Wo o06MiH iHdopmauiero Mix CTopoHamu Ha niacrtasi Yroaun npo
cniBpo6iTHULTBO Nnepeabayae BCTAHOB/IEHHSA 3axuLLEeHOoI NiHIT 3B'a3KYy MK HUMMW,

BpaxoBylouM Hamip CTOpPiH MOCMAMTW CMiBPOBITHAUTBO LWINSXOM yKNaAaHHA yrogu npo
onepaTuBHe cniBpoBiTHULTBO B ManbyTHbOMY,

AOMOBWJ/INCDH NPO TaKe:




Crattsa 1
MeTa

MeTolo LUbOro MeMopaHAyMy Npo B3aEMOPO3YMiHHA € BperyntoBaHHA NOpAAKY BCTAHOBNEHHSA,
BBEJEHHS B A0 Ta ekcnayaTtauii 3axuweHoi NiHii 3B'a3ky Ansi 06MiHy iHdopMauieio Mix

CrtopoHamu.
Crarra 2
O6mMmiH iHdopmauiero
O6MiH iHdopMauielo Mk CTOpoHamMM NOBUHEH 3AINCHIOBATACA TiNbKW  3rigHO 3

3aKOHO4ABCTBOM YKpaiHu, BiANOBIAHMMM MpaBOBMMKU akTamMu €Bponosy Ta BiANOBIAHUMY
NoNoXeHHsAMU Yroam npo cnispobiTHUUTBO.

Mepenaya iHdopMauii 3 06MeXeHUM AOCTYNOM 3axXULIEHOI JiHIED 3B'A3KY obmexeHa
cTyneHeM aocTtyny Ao iHgopmauii RESTREINT UE/EU RESTRICTED (4718 C/TYXXBEOBOIO
KOPUCTYBAHHS) Ta ii ekBiBaneHToM B YKpaiHi.

Crarta 3
Koaekc 3B'a3Ky

06uasi CTOpoHM 3060B'A3ylOTbCA AOTPUMYBATUCh MiHIMaNIbHUX CTaHAApTIB 6e3neky,
3akpinnenux y [oaatky 1 Ao uboro MemopaHayMy Npo B3AEMOPO3YMiHHA («Kopekc
3B'A3Ky ANS 3axulueHoi Mepexi Esponony», aani - «Koaekc 38'a3ky»). O6uasi CTopoHu
MiATBEPAXYIOTb, WO BOHW 3aXUCTUNU CUCTEMM 3B'A3KY BiANOBIAHO A0 6a30BUX cTaHaapTiB
6e3neKn oNTUManbHUMMU CTPATEriAMU Ta TEXHOMOTISIMU, @ TaKOX BpaxyBasu Mipu 3axucTy,
3akpinneHi B Koagekci 38’'a3Ky.

lUnsSiXoM NiANMCaHHA Uboro MeMopaHAyMy nNpo B3aEMOPO3YMiHHA, MiHiCTepCTBO
NOrofXyeTbcs i3 3asBol0 Npo AO0TpUMaHHA Koaekcy 3B'A3Ky, sKka perynioeTbes
nyHkToMm 1.4, yactuum D Koaekcy 3B'A3Ky.

Y BUNaAKy, AKWO oaHa 3i CTOpiH iCTOTHO YXUNAETbCA BiZf BUKOHAHHA MpUHUMNIB Ta
MONOXEHb, BU3HAYEHWX AaHOK cTaTTelo abo KoaekcoMm 33'A3Ky, 3B'A30K MiX ABOMA
MepexaMu Moxe 6yTH NpPUNUHEHO, AOKW AaHi NUTaHHA He 6y/AyTb BUpiLEHi.

06uaBi CTOPOHU NOroOAXYHThLCA, WO nojanblie 3'€AHaHHsA 3 6y/b-sKOI0 iHLWO Mepexero
Mae 6yTu 3akpinneHo B cxoxiii yroai (Koaekc 3B'a3ky), ska o6yMoBUTb 6a30BUI 3aXMCT
Takoro 3'€¢AHaHHA.

O6uasi CTOpOHM NOroAXylTbCA He BTPYy4aTUCb B iHbopMaUitHO-KOMYHiKaUiiHi cucTemm
oAHa OAHOI, He 34iCHIOBATM NIAKMNIOYEHHS YK BiAKNOYeHKs kabenis, obnagHaHHA A0
OTPUMaHH$ YiTKUX BKa3iBOK abo A0 HacTaHHA HaA3BWYaNHOI CcUTyauil.

Y BUNaAKy BUHUKHEHHA cepiio3Hoi npobnemn B cuctemi 6esneku, Takoi sk, Hanpuknaa,
3apaxeHHs BipycoM, CTOpOHa NoBWHHa BiA'€AHATUCH Bi CUCTEMM iHLIOI CTOpOHU 3 MEeTo
3anobiraHHs NoAanbloro nowunpexHHs 6yab-SKoro Bipycy.

Mepen BHeceHHsM 6yAb-IKUX 3MiH B MepexeBi CUCTEMM, AKi NoB's3aHi 3 Mepexelo iHWoOi
CTopoHu abo siki BNAMBalOTb Ha NOTOYHe 3'€AHAHHA, HeobXiAHO HaaaT nonepeaHe
NUCbLMOBE NOBIAOMNEHHA KepiBHUKY PecypcHoro [lenapTtameHTy €Bponony y BUMNAAKY,
KONW Le CTOCYETbCA E€Bponony, Ta BiANOBIAHOMY KOHTakKTHOMY MYHKTY, MpU3Ha4yeHoMy
ANs  peanizauii nonoxeHb UbOro MeMmopaHAyMy Npo B3AEMOPO3YMiHHA, #AKWO Uue
cTocyeTbcs MiHicTepcTBa. SKIWO BUHMKHE HeobXiaHiCTb B pobouiit 3ycTpidi 3 AaHoro
NUTaHHs, BOHa Ma€e 6yTv npoBeAeHa, neplu Hix 6yayTb 3aiicHeHi ByAb-aKi 3MiHW.

06uaBi CTOPOHM AOMOBJIAIOTLCA BUKOPUCTOBYBATW CUCTEMU 3B'A3KY NiULIe 3a4N1d METH,
BKa3aHoi y LbOMy MeMopaHAyMi Npo B3aEMOPO3YMiHHS.
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KoxHa CTopoHa BiAnoBiAa€ 3a 3aXUCT BNACHWUX CUCTEM, MOYMHAOYM 3 AeMapKauinHol
TOYKMU.

06uaBi CTOPOHM NOrOAXYIOTLCA He 3AINCHIOBATU XOAHWUX BUAIB NepeBipoK, CKaHyBaHb Ha
nowyk nporanuH abo BTpyyaHb B iHWi cuctemn 6e3 nonepeAHbLOro A03BOJY iHWOI
CropoHu.

06uaBi CTOPOHU NOroAXYylTbCSA AINUTUCH iHOpMaLi€lo WoA0 3arpo3 Ta MporanuH, AKi
MOXYTb BMAIMBATU Ha iHLWIi CUCTEMMU.

O6naaHaHHs €Bponosny, BCTaHOBNeHe B NpuMilleHHAX MiHicTepcTBa, € BNACHICTIO
€sponony. O6nagHaHHs MiHicTepcTBa, BCTaHOBNEHe B NpuMilleHHAX €Bponony, €
BnacHicTio MiHictepcTBa. BnacHuk obnagHaHHs BiANOBIAAE 3@ WOro 3axucT, OAHaK
3aneXxHo Bifg 06CTaBMH MOXYTb YK/IadaTUCA ABOCTOPOHHI YroAu, WO MICTATb BUKIIOYEHHS
3 UbOro NpuHUUNy.

KoxHa CTopoHa BiANOBIAa€E 3a cTaH BnacHoro obnagHaHHA. 3 METOK BUPIWEHHS NUTaHb
WOAO TEeXHIYHOI MiATPUMKM Ta 06CNYroByBaHHS CUCTEMHI aAMIHICTpaTOpU Mepexi KOXHOI
3i CTopiH MOXYTb CKjlagaTv BignosiaHi 3anutu. lpoueaypa po3rnsay Takux 3anuTis
peryntoBaTUMETLCA Ha ABOCTOPOHHIN OCHOBI MiX MiHicTepcTBOM Ta €BPONOJIOM.

Crarra 4
3aKynka, yTPMMaHHA Ta po3noAin KowTis

BianosiaHO A0 npasBun 3akyniBni ToBapis, €BpPONON 3AINCHIOE 3aKynkKu BCiX ToBapis Ta
nocnyr, HeobxiAHMX AN BCTAHOBNEHHS, BBEAEGHHA B Ail0 Ta ekcnayarauii 3axXueHoi NiHii
3B'A3KY.

BUTpaTM Ha BCTAaHOBNEHHA 3axXWULEHOI NiHii 3B’A3Ky TakoX onnayyloTbcsd €BpONonoM.
3axuleHa NiHia 3B’A3Ky Ta Bce obnagHaHHA, nos’a3aHe 3 Hel, HajawTbCcs €Bponosiom Ta
3a/MWaTbCs Y BNacHocTi €sponony.

€sponon BiAnosigae 3a PpyHKUIOHYBaHHA 3axULLiEHOT NiHii 3B'A3KY Ta, AKWO Ue HeobXiaHo,
3@ 3aMiHy nowkoaxeHoro obnagHaHHA. MiHicTepcTBO, BiANOEIAHO A0 iCHYHOYUX npasui,
3abe3neyye AOCTYN YNOBHOBaXeHOro EBPONONOM NepcoHasly A0 HeobXiAHUX NpuMilleHb
3 MeTol 3AINCHEeHHS TeXHIYHOI MIATPUMKM Ta 3aMiHWM nowkoaxeHoro obnagHaHHsa. Y
BUNaAKy BUABNEHHS  MiHicTepcTBOM HecnpaBHOCTeil, HeobxiAHO nepwoveproso
3BepTaTMCb MO TEXHiIYHYy AOMOMOry A0 mepcoHany nigposainy €spornony 3 MiATPUMKH
KOpUCTYBauiB.

LLlomMicsiuHi ekcrnnyaTauiiiHi BATPATM Ha 3axuLeHy NiHilo 3B'A3KY pO3NOAiNsATbCs MiX
CTopoHamu HaBsnin, To6To koxHa CTopoHa cnnauwye 50% Bia BaprocTti. €Bponon 6yae
cniavyyBsaTM Hanepea BCi HeobXxiAHi WoOMiCAYHI ekcnayaTauiHi BuTpaTu. MiHicTepcTBo
BiawkoaoByBaTUMe 50% BiA WOMICAYHUX DAKTUYHO NMOHECEeHUX eKCrnyaTauinHux BuTpat
3rifHO 3 BWUCTaBNIEHUM EBPONONOM PpaxyHKOM Ha BiZILUKOAYBAHHA BUTpaT Ha
LLOKBapTabHiii OCHOBI 3rigHO 3 ®iHaHcoBuMuU MpasBunamu €sponony.

AKWO 3axulleHa niHia 38's3Ky 6yae AeMoHToBaHa, MiHicTtepcTBo nosepTae B €Bponon
MaiiHo, ike € BnacHicTio €sponony, a Esponon noeeprae Ao MiHictepcTBa MalHo, ake €
BnacHicTo MiHictepcTBa.

Yci npeameTu iMnopTy Ta, y pasi notpebu, ekcnopTy EBponosly NOBUMHHI MAatTh MOXIUBICTb
6e3nepelKoaHO AOCTaBNATUCH A0 abo BUMBO3MTUCHL 3 YKpaiHu, He nignaaatouun nig MUTHI,
iMnopTHi abo ekcnopTHi 36opu, noBuHHOCTI, MB abo noaaTkn aHanoriYHOro xapakTepy.
Take BUKNIOYEHHS 3aCTOCOBYETLCA NUWwe A0 BBO3y abo BMBO3y TOBapiB, MOB'A3aHUX 3
obnagHaHHAM, WO MocTavaeTbcs abo nosepTaETbecsA, Ta/abo cepsicoM, WO HAAAETLCA
€BpoONoNOM BiANOBIAHO A0 LUbOro MeMopaHAyMy Npo B3aEMOPO3YMiHHS.
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Cratta 5

BianosiganbHICTb Ta Bperyi0BaHHA CMipHUX NUTaHb

1 He o6Mmexytoun 3mict Cratti 13 Yroan npo cniBpo6iTHuuteo, CropoHa Hece
BiANOBIAANbHICTL 3@ WKOAY, CNPUYMHeHY iHWii CTOpOHI B pe3ynbTaTi BCTaHOBNEHHS,
BBEAEHHA B Ailo abo ekcnnyarauil 3axvweHoi nidii 38'A3ky. B Takux sunagkax CTOpoHU
HaMaraloTbCs 3HAWTU CnpaBeanuse PpO3B'A3aHHA NUTAHHA WOAC KoMneHcauii 36uTKie
nocTtpaxaanin CTOpoHi.

2. Byab-aki cnipHi nNuTaHHs Mix CTOPOHaMW CTOCOBHO TNyMauyeHHs abo 3acToCyBaHHA
NONOXEHb LbOro MemMopaHayMy Npo B3AEMOPO3YMIHHA NMOBWHHI BMPiLlyBaTUCh BIANOBIAHO A0
ctatTi 14 Yroan npo cniBpobiTHAUTBO.

Crarra 6
MonpaBku

3MiHM A0 Uboro MemopaHAyMy Npo B3aEMOPO3YMiHHA MOBUHHI 6yTW B3AEMONOroAXeHi B
nuceMoBii opmi Mixx CTopoHamu.

Crarta 7

NMpunuHeHHn Al

[ito uboro MemopaHayMy Npo B3aEMOPO3YMiHHA MOXE 6yTU NPUNUHEHO WAAXOM HAACUNAHHA
NMUCLMOBOrO NOBIAOMNEHHA ByAb-K0K CTOPOHOIO 3@ TPU MicsAuUi A0 UbLOro.

Crarra 8
Ha6paHHA YMHHOCTI Ta nignucu

Lleii MemopaHAyM nNpo B3AEMOPO3YMIHHA Habupae YMHHOCTI B AEHb, KoM YKpaiHa
noBiaoMUTL €Bponony B NUCbMOBIA OPMi AUNNOMATUYHUMKU KaHanamu NpPo 3aKiHYeHHs
BHYTpiLWHbOAEPXKABHUX Nnpoueayp, HeobxiaHux Ans HabpaHHA 4YuHHOCTI MeMmopaHAayMy npo
B3aEMOPO3YMiHHSA.

Lleii MemopaHAyM NpO B33aEMOPO3YMIHHA CKNaAeHo | nignucaHo y ABOX MNPUMipHUKaXxX
YKPaiHCbKOIO Ta @HTNIHCbKOIO MOBaMM, KOXEH TEKCT € PIBHOABTEHTUYHUM. Y pa3i BUHUKHEHHS
HeBIANOBIAHOCTEN LWOAO TAYMayeHHAa CTaTel, nepeBaxHy CWUAY MaTUMe MPUMIpHUK
aHMNiNCbKOK MOBOIO.

M. Kuis M. Maara
fata nignucanns _ 77. 03.2075” Jata nignucaHHs T &L

3a Ykpainy 3a €sponon
ApceH ABakoB Po6 YeiiHpaut
AupekTop

A o

MiHICTp BHYTPIWHiX
cnpas YKpaiHu




1. [Oopartok 1: Koaekc 3B'A3Ky

1.1 Yacrtuxa A: Bctyn

NepBuHHa MeTa aaHoro Koaekcy 3B'A3Ky (CoCo) nonsirae B 3abe3neuyeHHi Toro, o
3axuweHa Mepexa EBponony Ta 30BHilIHI Mepexi (MapTHepcbki YcTaHosm), AKi
nos’s3aHi Mix cob60l0, AOCTaTHbO 3axuLUeHi BiA 3arpos KOH®IAEHUIMHOCTI, UiniCHOCTI
Ta poctyny Ao iHdopmaduii. Biaomo, WO npobneMa B CUCTEMax 3axuCTy B Mepexi
oaHiei MapTHepcbkoi YcrtawoBu abo €Esponony NnOTEeHUiNHO MOXe BMJIMHYTU Ha
B3aEMOMNOB’A3aHi MepeXi BCixX iHWKUxX MapTHepCbKUX YCTaHoB.

FonoBHMI NpuHUMN Uboro Koaekcy 3B'A3Ky monsra€ B TOMy, LWO BCi MapTHepCbKi
YcraHoBM, MiAknloueHi Ao 3axuleHoi mepexi €sponony, NOBUHHI AOTPUMYBATUCH
MiHiManbHOro Habopy 3axoAiB KoHTponio 6esneku. Takuit NpUHUMUN  3aXUCTY
cnpsiMoBaHuit Ha Te, Wo6 3MeHwuTM A0 NPUMAHATHOIO PiBHA, BM3Ha4YeHOro
BiANOBIAHMM MiApO3AinoM no 3abesnevyeHHio 6e3neku, pUsvk B chepi 3axucty byab-
akoi 3 CWMCTeM Bia BnAuBY Ta 3anexHocti Bia 6e3nekn uinoi mMepexi. KoxHa
MapTHepcbka YcTaHoBa BiANOBiAaE 3a 6e3neky BNacHKUX CUCTEM, MOYMHAK4{N 3
JeMapKauiiHOT TOYKW.

Kopekc 3B'a3Ky € 06oB's3koBuM aAns €sponony Ta MapTHepcbkoi YcTaHoBU. NOHATTA,
NPUHLUMNYW, KOHTPONb Ta 3060B'A3aHHS, BKa3aHi B HbOMY, NMOBWHHI BUKOHYBaTUCb Ta
NoBaXaTUCh.

1.2. YacrtuHa B: Ba3oBi craHaapTU KOHTPOO 6e3nekn

1.2.1. Cuctema oco6ameBux BMMor €Esponosy A0 3aXUCTy MEpeXeBnux
CUCTEM

€Bponon BU3Hayae nepenik BuMOr 3 fe3neku MepexeBoi iHDPACTPyKTypu B
JOKYMEHTi, o Ha3uBaeTbca “Cucrema ocobnusBux BUMOr E€sBponony A0 3axuCTy
Mepexesux cucteM” (SSSR) AokyMmeHT NO 2440-72". [laHWil AOKYMEHT 4iTKO Ta
NOBHICTIO 3aKPINMIOE NPUHLUMNW 3aXUCTY, SKUX CniA ACTPUMYBaTUCL Ta AeTanbHi
BUMOrM 3 6e3nekun cucteMu. BiH 6a3yeTbca Ha OCHOBHUX MpuHLMUNAx 6esnekwu,
onucaHux B MMocibHuky 3 6esneku €sponony, Ta Ha OCHOBi CUCTEMM OUIHIOBAHHA
pU3KKIB.

Cuctema 3axucty €sponony SSSR 6yna npuitHsTa AgMminicTpaTuBHoto Pagoto 3a
pekoMeHgauieto Komitety 3 Besneku €sponony. Lleit AOKYMEHT nianarae perynsapHuM
nepernsiaM Ta OHOBJIEHHIO B KOHTEKCTi nepeakpeauTauii cucTeMu.

060B'S3KOBOI0 BUMOFOI0 A0 3B'A3Ky MiX 30BHilLHIMM Mepexxamu Ta Cuctemoto 3axucry
€sponony € Te, Wo YkpaiHa Ta €sponon 3060B’A3aHi 3anpoBajXyBaTu MNONITUKY,
npoueaypu Ta TeXHi4YHi 3axoau noAi6Hi A0 TUX, WO 3a3HA4aloTbCA B AOKYMEHTI SSSR.
Lle He 03Hauvae, WO icHyloYi npoueaypu Ta TexHonorii MmaTb 6yTH iAEHTUYHUMK, ane
inei, aki 3raaylTbCAa B AaHOMY JIOKYMEHTi, MOBUHHI BignoBifaT! HauioHanbHiN
nonitMui Ta npasunaMm. Lle Takox nianaaae nia g0 crarti 2 «[pasun
KoHdiAeHUiHOCTI iHdopMauii Esponony», OCHOBHWI NMpUHUMN AKOI nonarae B TOMY,
wo MapTHepcbKi YCTaHOBU 3060B’'A3Y0TLCA rapaHTyBaTu, WO BCA iHpopmauia, aka
onpauboByeTbcs abo npoxoAuTb 4Yepes €BponoJsi, OTPUMYE PpiBEHb 3aXUCTY,
eKBiBaNIeHTHUI TOMY, KMt iloMy Hadas Esponon.

1.2.2. Ba3oBi 3axoam

Cuctema 3axucty €sponony SSSR BWKOPUCTOBYETbCA B AKOCTI nocibHuka Aans
BU3HAUYEHHA BIANOBIAHUX 3aXOAiB KOHTpON Ans OyAbL-KWX CUCTEM 3B'3ky. Y
npuHumni, CTOpOHK, WO BCTaHOBUIU 3B’930K MiXX co60K), MOXYTb BXWBaATU 3axoau
3rigHO 3 3aKOHOAABCTBOM KOXHOi CTOpOHM B chepi 6e3neku 3aasia pearyBaHHA Ha
3arpo3u, BkasaHi y CucteMi ocobimeux BUMOr A0 3aXUCTY (SSSR). OaHak, ans TOro,
wob 3abesneynTn MiHiManbHUA piBeHb 3axXMUCTy, HUXHE nepepaxoBaHi 3axoau




KOHTPONIO BBAXAalOTbCH OCHOBOK Ta MepeayMOBOIO ANs BCTAHOBNEHHA MEPEXEBOro
3B'A3KY.

1.2.2.1. NMpoueaypHUA KOHTPO/Nb

YkpaiHa nOBMHHA BWKOPUCTOBYBATW HACTyMHi MiHiManbHi BMAX MNpoUeAypHOro
KOHTpPONIO:

KopuctyBaui cucteMu noBuHHI 6yTn  BIANOBIAHWUM  YMHOM nepesipeHi Ha
HauioHaNbHOMY piBHi.

MoBWHHI 6yTU MNPUIAHATI HOpPMATMBHI NpaBuna LWOAO NONITUKK ayTeHTUdikauii,
Hanpuknag, 6a3oBa iHCTPYKLIf WOAOC CTBOPEHHS Ta yNpasniHHA NaponsaMu.

MoBWHHI 6yTU NPUIUHATI HOpPMaTMBHI MpaBuna WOAO BiAAaneHoro AoCTyny A0
cMCTeMM Ta 3axoAiB BianoBiAHOI ayTeHTUdIKaUil.

MoBUHHI 6yTH NPUIHATI HOPMaTUBHI NpaBuna WOAO Be/leHHs 06N1iKoBUX 3anuciB Ta
ayauTy.

IndopMauis WoAo iHUMAEHTIB, NOB'A3aHMX 3 NUTaHHAMKU 6e3nekun, AKi MOXYyTb
BNAMBaTU Ha 6e3neky Mepexi Esponony abo Mepexi, ska HanexuTb MapTHepcbKin
AreHuii (Hanpuknag, 3apaxeHHs BipycoM), NoBWHHa OyTW HajaHa 3auikaBneHuMm
CTOpoHaM y HailkopoTwui TepMiH. lepenik Takux IHUMAEHTIB, NoB’A3aHuX 3
nuTaHHaMu 6e3neku, BkaoveHuit B HactuHy C go uboro Jloaatky.

1.2.2.2. TexXHiYHUA KOHTPONb

YkpaiHa MOBMHHA BWKOPWUCTOBYBATU HACTYNHi CKOHGIrypoBaHi BiANOBIAHWM YUHOM
3acobu TEXHIYHOrO KOHTPOJIO:

MpaHuyHi NnpucTpoi 6e3neku, Taki Ak Mixmepexesi ekpaHu abo MaplupyTu3aTopy.
AHTUBIPYCHI TexHonorii, AKi NiATPUMYIOTb @aHTUBIPYCHY NONITUKY Ta cTpaTerii.

Po6oui cTaHuii, ki 6e3nocepeAHbO MIAKMAOYEHI A0 Ny6NIYHUX KOMM'tOTEPHUX
Mepex, Takux K IHTEepHeT, He NoBUHHI 6yTW niaknoYeHi abo BUKOPWUCTOBYBATUCH
ANA A0CTYNy A0 3axulueHoi Mepexi Esponony.

CucteMun, sKi onocepeakoBaHO NiAKNOYeHi A0 Ny6ituHUX KOMN'IOTEPHUX Mepex,
Takux ik IHTepHeT, MoBUHHI 6yTU BIAMNOBIAHO 3aXWLEHi 3 METOK 3axWUCTy Mepexi
€sBponony Bia Takux Ny6niYHUX Mepex.

lUndppyBaHHs Tpadiky npu BUKOPUCTaHHI NyBAIYHUX KOMYHIKaLiMHUX NiHin
TexHonoriaMu WudpyBaHHA NOBUHHO BiANOBiAaTH PiBHIO Knacudikauii aaHux, aki
3axuMLalTbCA.

AN rapaHTyBaHHA BWSB/JIEHHS Ta YCYHEHHs BPa3nMBOCTi HeobXiaAHO NpoBOAUTY
OUiHIOBaHHSA Ta TecTyBaHHA 6e3nekun iHgopmMaduil.

NoeaHyBaHi cuctemu € cyb’ekTamu cuctemn akpeauTauii (abo ii ekBiBaneHTy).

1.2.2.3. ®i3NYHNI KOHTPO/b

Y cucTemax, $Ki MiAKNIOYAKTbCA, MNOBWHHI 3aCTOCOBYBATUCb HACTYMHI 3axoaun
¢i3MYHOro KOHTPOIO:

Cuctema, $ika niAKIIOYAETLCSA, NOBMHHA 6yTW po3sTawoBaHa B 3axWLIEHOMY
NPUMILLEHHI.

BUcokoTouHe obnaaHaHHA, Take SK KOHCOMi, cepBepHe 0bnafHaHHA, MiXMepexesi
eKpaHu, MepexeBi KoMmyTaTopu Ta wudpyBanbHi NpUCTPOI, MNOBUHHE MaTu
KOHTPONb Gi3nyHoro goctyny (Hanpuknaa, mawTb 6yTW po3MilleHi B 3a4NHEHOMY
NPUMILLEHHI).
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1.3.

e [locTyn Ao pobouux CTaHuid, TepMiHanis Towo, Ae NOTEHLIMHO iICHYE MOX/UBICTb
poctyny Ao Cucremu 3axucty €sponony, noBUHEH 6yT™ (hisnuHO obmexeHuM. Tam,
ae HeobXifiHO po3MicTUTU pobodi CTaHuii B NPUMILLEHHAX 3 ny6niyHMM AOCTYNnoM 3
opraHizauiitHux abo onepaTMBHUX MPUYUH, 3a3HAYEHE obnaaHaHHA NOBUHHO 6yTH
NOCTiHO Di3UYHO 3axULWEeHUM Bi4 HeaBTOPM30BaHOro AoCTyny, kpagixkn abo
BTpaTu. Hanpuknaa, Take o6naAHaHHA He MOXHa 3anuwaty 6e3 Harnagy B
ny6niyHnX Micuax.

YactuHa C: Mpuknaam iHUMAEHTIB, WO BUHUKAIOTb B cucremi

6e3nexkm

1.4.

Huxuye HaBeaeHo nepenik npuKNaaie iHUMAEHTIB, sIKi  MOXYTb reHepysaTy

NOBIAOMNIEHHA NpPO MopyLleHHs 6e3neku, i Aki, AK MiHIMYM, NOBWHHI po3CniayBaTUChb

Ta, Ae Ue BiAnNoBiAae nepeniky nopylweHb 6esneku, nepeaasatuce A0 €sponony 3

MEeTOo nepeBipku Ha BUHUKHEHHS 3arposu KOHMIAEHUIWHOCTI, uinicHOCTi Ta gocTyny

Ao iHdopmauii Esponony.

e OCHOBHE AXepeno CTpyMy BUMKHYTO. 3 AeAKUX NPUHUH AXepeno 6e3nepebiltHoro
xueneHHsa (UPS) He Bianosiaae BumoraM. Bci cucremu BVIMKHEHI.

e BusiBNeHHA cepito3Horo Bipycy abo WKianMBoro NporpamMHoro 3abe3neyeHHs.

e BTpaTa uu BUKpaAeHHs ob6nafHaHHs, sike MiCTUTb indpopmauito Esponosiy abo moxe
MICTUTK iH(OpMaLiilo, BUKOPUCTAHHA SIKOI MOXe NpU3BECTU A0 HecaHKUioOHOBaHOMo
poctyny Ao Cucremu 3axucty €sponony.

o Byna 3ailicHeHa nepesipka AocTyny (TakoX MOXIWBE BUKOPUCTAHHS cuctemm
BusBneHHs BToprHeHb (IDS). Mpu nowyky no WwabnoHy BWSBNEHO, LIO NEBHU
KNIEHT nepesae iHdopMaLilo iHWOMy KNieHTy (AocTyn KNIEHT-KNIEHT 3a60POHEHUI B
cucTemi).

o XypHan noaiii ynpaBniHHA AOCTYNOM [0 CUCTEMM [EMOHCTPYE HE3BUHHY
aKTUBHICTb, Hanpuknaa, Koa AOCTyny npauiBHUKa 4acTo BUKOPUCTOBYETHCA ANA
BXOAY B MPUMILLEHHA BHOYi, B TOW 4Yac AK 3a3HayYeHunin npauiBHUK Moxe ByTu Ha
po6oyoMy Micui Tinbkn B po6ounii yac - 3 [EeB'ATOI paHKy A0 N'AToi Beyopa, i Take
nepebyBaHHA He aBTOpU30BaHe.

o Binbynock Aekinbka TPUBANUX aTak Ha roNoBHi IP-nopTv MepexeBux By3niB.

e [lia yac NOTOYHOI NepeBipkyn 3'ACyBanoCh, WO CTaTycC 3BMYailHOro KopucTtysava 6ys
3MiHeHWit Ha cTaTyc aaMinictpatopa. [lpauiBHMK 3p06uB Ue CaMOCTINHO,
NiAKNIOYNBLUUCH Yepe3 «TenHeT».,

e CucTeMa He BianoBigae B 3BMuYaitHWi poboumnit yac. Mpu nodanblwin nepesipui
aaMiHicTpaTop 3aKkpuBae cucteMy. Metoto 6yno BCTAHCBNEHHS NakeTy OHOB/IEHb.
AaminictpaTop 3ab6yB noiHopMyBaT KOPUCTYBauiB y BCTAHOBNEHWI Yac.

e 3'5COBaHO, WO ronoBHi IP-NopTU MiXMEpexeBoro exkpaHy BiAKpUTI, WO He 6yno
aBTOPU30BaHO BiANOBIAHOK NONITUKOKO 6e3neku.

e Byab-AKWI iHWWA [HUMAEHT, 4Yepe3 AKUI BUHUKAE noTeHuiiHa abo peanbHa
3arpo3a iHgopmauii Esponony.

YacrtuHa D: 3asiBa npo porpuMaHHAa Koaekcy 3B'A3Ky

e KopucryBaui cucteMu MOBUHHI 6yTM BIiANOBIAHUM  YMHOM nepesipeHi Ha
HauioHanbHOMY piBHi.

e [OBUHHI 6yTW MPUIAHATI Ta BNPOBAAXKEHHI HOPMaTMBHI NpaBuna WOAO NONITUKK
ayTeHTudikauii, Hanpuknas, 6a30Bi iHCTPYKUii Ans CTBOPEHHA  Ta KepyBaHHA
naponsimu.

o TOBMHHI 6yTM NPUMHATI Ta BNPOBAAXEHHI HOpMaTWBKI Npasuna WOAO MONITUKN
BiaZaneHoro AOCTyny Ta BiANOBIAHOI ayTeHTudikauii Npy NiAKNIOYEHHI 40 CUCTEMMU.
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MoBMHHI B6yTU NPUWHATI Ta BNpPOBaAXeHHi HOPMaTUBHI NpaBuna WOAO 3axO0AiB i3
BeAeHHs 06niKoBMX 3anucis Ta ayauTy.

IHdopmMauis woao iHUMAEHTIB 3 NUTaHb 6e3nekun, AKi MOXyTb BNAnBaTn Ha 6e3sneky
Mepex €sponony abo iHWOi kpaiHM-uneHa (Hanpukiagn, 3apaxXeHHs BipycoMm),
NoBMHHA NepegaBaTUCh 40 3auikaBneHoi CTOPOHKU iKoMora wsualle.,

MoBUHHI 6yTU BCTAaHOBNEHWMM NPUCTPOI 3aXUCTy rpaHuub (nepuMmeTpy), Taki 5K
MikMepexeBi ekpaHu abo nakeTHa ¢inbTpauis.

MoBUHHI 6yTWM 3anpoBagXeHi Taki aHTUBIPYCHi TexHonorii, AKi NigTpUMYyOTb
aHTUBIPYCHY NONiTUKY Ta cTparerii.

Po6oui ctaHuii, AKi niaknoyeHi 4o nybniyHUX KOMN'IOTEPHUX Mepex, Takux sk
IHTEpHET, HEe MOXHa nigknyaTM [0 3axulweHoi Mepexi €sponony abo
BUKOPUCTOBYBATK AN AocTyny Ao CucrteMu 3axucty €sponony.

CucteMn, sKi onocepeakoBaHO NiAK/IOYEHi A0 Ny6NiYHUX KOMM'IOTEPHUX Mepex,
Takux K IHTepHeT, NOBUHHI 6yTU HaNeXHWM YUHOM 3axMULleHi 3 MEeTOoK 3axXucTy
Cucremu 3axucty €sponony Bifl 3a3HAaYEHUX Mepex.

Mpu BUKOPUCTaHHI Ny6GniYHMX NiHIN 3B'A3KYy ANA WU@pyBaHHA Tpadiky MOBUHHI
BMKOPUCTOBYBaATUCb  KpuntorpadiyHi  TexHosnorii  piBHsA, BiAnoBigHOrO A0
Knacudikauii AaHuX, AKi 3axXuLatoTbCA.

[na rapaHTyBaHHA BUABNIEHHS Ta YCYHEHHA BpasnMBOCTI HeobXiagHO npoBOAUTH
OUiHIOBaHHSA Ta TecTyBaHHA 6e3nekun iHdopmadlii.

MoeaHyBaHi cuctemu € cyb’ektammn cuctemmn akpeauTauii (abo ii eksiBaneHTy).
MoeaHyBaHi CUCTEMM HANEXHUM YNHOM PO3TalLOBaHi B 3aXULLEHOMY MicCui.

BucokoTouHe obnafHaHHA Take Ik KOHconi, cepBepHe obnaaHaHHA, MiXMepexesi
eKpaHu, MepexeBi KOMyTaTopu Ta WudpysBasnbHi NPUCTPOI NOBUHHI MaTU KOHTPONb
disnyHoro poctyny (Hanpuknag, MawTb 6yTM pO3MilleHHI B 3a4YMHEHOMY
NPUMILLEHHI).

[ocTtyn Ao po6ounx CTaHuiil, TepMiHaniB Towo, A€ MNOTEHLINHO iCHYE MOX/UBICTb
Joctyny Ao Mepexi €sponony, noBuHeH 6yTu @isuyHO obmexeHuM. Tam, ae
HeobxiaAHO po3MicTUTM poboui cTaHuii B NpuMilleHHAX 3 nybniyHuMm aoctynom 3
opraHizauiiiHux abo onepaTMBHUX NPUYUH, 3a3HavyeHe obnagHaHHSA NOBUHHO ByTu
NOCTINHO (i3UYHO 3axULEHUM BiA4 HeaBTOPU30BaAHOro AOCTyny, Kpaaixku abo
BTpaTw.




Europol Unclassified — Basic Protection Level

Releasable to Ukraine

MEMORANDUM OF UNDERSTANDING
on the establishment of a secure communication line
between Ukraine and the European Police Office

Ukraine

Represented for the purposes of this Memorandum of Understanding by the Minister of
Internal Affairs (hereafter referred to as ‘the Ministry’),

and

The European Police Office

Represented for the purposes of this Memorandum of Understanding by
the Director (hereafter referred to as ‘Europol’),

Hereinafter collectively referred to as the ‘Parties’ or individually as the ‘Party’,

Having regard to the Agreement between Ukraine and Europol on strategic
cooperation dated 04 December 2009 (hereinafter referred to as “the Agreement on
Cooperation”),

Whereas transmission of information between the Parties on the basis of the
Agreement on Cooperation requires the establishment of a secure communication line
between them,

Whereas the Parties have the intention to further enhance their cooperation by
concluding an operational agreement in the future.

Have agreed as follows:
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Article 1
Purpose

The purpose of this Memorandum of Understanding is to regulate the procedure of
establishment, implementation and operation of a secure communication line for the
transmission of information between the Parties.

Article 2
Transmission of information

1. Transmission of information between the Parties shall only take place in
accordance with the legislation of Ukraine, Europol’s applicable legal framework,
and relevant provisions of the Agreement on Cooperation.

2. The transmission of classified information using the secure communication line is
limited to the level of RESTREINT UE/EU RESTRICTED and its equivalent in
Ukraine.

Article 3
Code of Connection

1. Both Parties undertake to follow minimum standards for security established in
Annex 1 to this Memorandum of Understanding (Code of Connection for the
Europol Secure Network - hereinafter refereed to as ‘Code of Connection’). Both
Parties confirm that they have protected the connecting systems to the baseline
standards for security with policies and technologies configured appropriately and
have considered the controls established in the Code of Connection.

2. By signing this Memorandum of Understanding, the Ministry confirms the
Statement of Compliance with the Code of Connection provided in paragraph 1.4 of
Part D to the Code of Connection.

3. In the event that one Party substantially deviates from the principles and concepts
defined in this Article or in the Code of Connection, the services between the two
networks may be terminated until the issues have been resolved.

4. Both Parties agree that if they make an onward interconnection to any other
network, then such a connection must be the subject of a similar agreement (Code
of Connection) that will stipulate the security baseline.

5. Both Parties agree not to interfere with the ICT equipment of each Party, including
(dis)connecting cables or equipment unless specifically instructed or in the case of
an emergency.

6. Should a serious security incident occur e.g. a virus infection, it is expected that
the Party must consider disconnecting from the other Party’s system to protect the
further spread of any infection.

7. Before any modifications to networked systems impacting on the other Party’s
network or the interconnections are implemented, information and sufficient
advance notice must be provided in writing to the Head of the Capabilities
Department of Europol when the modification impacts Europol and to the
respective Contact Point designated for the implementation of this Memorandum of
Understanding when the modification impacts the Ministry. Should a meeting be
required to discuss the modifications, this should take place prior to any
implementation.
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10.

11

12.

13.

Both Parties agree to use the interconnected systems only for the purposes
established in this Memorandum of Understanding.

Each Party is responsible for the security of its own systems from the demarcation
point onwards.

Both Parties agree not to perform any type of tests, vulnerability scans or
intrusions into the others systems without prior authorisation of the other Party.

Both Parties agree to share information pertaining to threats and vulnerabilities
that may interfere with each others systems.

Europol equipment installed on the premises of the Ministry remains the property
of Europol. Own equipment of the Ministry installed on the premises of Europol
remains the property of the Ministry. The equipment owner is responsible for its
security; however bilateral arrangements which deviate from this principle may be
made depending on circumstances.

Each Party is responsible for the maintenance of its own equipment. Support
requests may be made by the system administrators of each Party’s respective
network, in order to facilitate support and maintenance issues. A procedure to
handle such requests will be developed on a bilateral basis between Europol and
the Ministry.

Article 4
Purchase, maintenance and distribution of costs

In accordance with its procurement rules, Europol shall purchase all goods and
services necessary for the establishment, implementation and operation of the
secure communication line.

The costs of the establishment of the secure communication line shall also be paid
by Europol. The secure communication line and all equipment connected to it are
supplied by and remain the property of Europol.

Europol shall be responsible for maintenance of the secure communication line
and, if necessary, for replacement of defective equipment. The Ministry shall, in
accordance with the applicable procedures, provide access for any personnel
designated by Europol for such maintenance and replacement of defective
equipment to the relevant areas of its premises. In case a malfunction is detected
by the Ministry, Europol User Support personnel shall be the first line of technical
assistance.

The monthly running costs for the secure communication line shall be shared
between the Parties with each paying 50%. Europol will pay in advance all the
monthly running costs as necessary. The Ministry will reimburse 50% of the
monthly running costs, as actually incurred, following a recovery order issued by
Europol on a quarterly basis, in accordance with the Europol Financial Regulation.

Should the secure communication line be dismantled, the Ministry shall transfer to
Europol the items registered as Europol’s assets. Europol shall transfer to the
Ministry the items registered as Ministry’s assets.

All imports by and, where applicable, all exports from Europol shall be allowed to
enter or to leave Ukraine without being subject to customs, import or export
duties, charges, levies, Value Added Tax (VAT) or to any other duties, charges,
levies and taxes of equivalent effect. Such exemption shall only be applied to the
imports or exports in connection with the goods or equipment supplied or to be
shipped back and/or services rendered by Europol under this Memorandum of
Understanding.
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Article 5
Liability and settlement of disputes

1. Without prejudice to Article 13 of the Agreement on Cooperation, a Party shall be
liable for damage caused to the other Party as a result of the establishment, the
implementation or the operation of the secure communication line. In such cases,
the Parties shall endeavour to find an equitable solution for the compensation of
damages suffered.

2. Any dispute between the Parties concerning the interpretation or application of this
Memorandum of Understanding shall be settled in accordance with Article 14 of the
Agreement on Cooperation.

Article 6
Amendments

Amendments to this Memorandum of Understanding shall be mutually agreed upon in
writing between the Parties.

Article 7
Termination

This Memorandum of Understanding may be terminated in writing by either of the
Parties with three months’ notice.

Article 8
Entry into force and signatures

This Memorandum of Understanding shall enter into force on the date on which
Ukraine notifies Europol, in writing, through diplomatic channels, that it has completed
its internal procedures necessary for the entry into force of the Memorandum of
Understanding.

This Memorandum of Understanding is concluded in the Ukrainian and English
languages, each text being equally authentic. In case of divergences in interpretation,
the English version shall prevail. Signed in duplicate.

Kiev The Hague,

Signed on _77. 3. 2075 Signed on ! 7/ 3// F
For Ukraine For Europol

Mr. Arsen AVAKOV Mr. Rob Wainright

Minister Director

Page 4 of 8

§ ve—




1.1.

1.2,

1.21.

1.22;

Annex 1: Code Of Connection

Part A: Introduction

The primary purpose of this Code of Connection (CoCo) is to provide assurance
that the Europol Secure Network and the external networks (Partner Agencies)
that are interconnected to it are adequately protected against threats to
confidentiality, integrity and availability. It is acknowledged that a security
incident in the network of one Partner Agency or Europol could potentially
affect the interconnected networks of all other Partner Agencies.

The key principle of this Code of Connection is that all Partner Agencies
connected to the Europol Secure Network need to implement a minimum set of
security controls. This security baseline will aim at reducing the risk of security
incidents occurring anywhere in the interconnected system from impacting the
security of the entire network down to a level acceptable to the Security
Accreditation Authority. Each Partner Agency is responsible for the security of
its own systems from the demarcation point onwards.

The Code of Connection is binding upon Europol and the Partner Agency. The
concepts, principles, controls and obligations mentioned therein shall be
complied with and respected.

Part B: Minimum Security Controls

Europol Secure Network System Specific Security Requirements

Europol maintains a list of network infrastructure security requirements in a
document entitled “Europol Secure Network System Specific Security
Requirements (SSSR), File No. 2440-72". An SSSR is a complete and explicit
statement of the security principles to be observed and of the detailed security
requirements to be met by a system. It is based on the key security principles
established by the Europol Security Manual and the result of the risk
assessment.

The Europol Secure Network SSSR was adopted by the Management Board on
the recommendation of the Europol Security Committee. This document is
subject to regular review and updating in the context of the re-accreditation of
the system.

A mandatory requirement for interconnection of an external network to the
Europol Secure Network is that Ukraine and Europol must implement policies,
procedures and technical measures that are comparable to those mentioned in
the SSSR document. That is not to say that the actual procedures or
technicalities must be the same, simply that the concepts mentioned within the
SSSR must be addressed according to national policies and guidelines. This is in
line with article 2 of the Rules on confidentiality of Europol information, in
which the principle is established that Partner Agencies undertake to ensure
that all information which is processed by or through Europol shall receive a
level of protection which is equivalent to the protection afforded by Europol to
such information.

Baseline Measures

The Europol Secure Network SSSR should be used as a guide to define control
measures for any interconnected system. In principle, connecting Parties may
choose to implement the measures which are appropriate in accordance with
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local security policies and regulations to address the threats and concepts
mentioned in the SSSR. However, in order to ensure a minimum level of
security assurance, the control measures listed below are a baseline and a
prerequisite to a network interconnection.

1.2.2.1. Procedural Controls

Ukraine must employ the following minimum procedural controls:

Users of the system must be security cleared to the appropriate national
level.

An authentication policy, i.e. baseline guidelines for password construction
and management, must be in place.

A policy for any remote access and appropriate authentication measures to
the connecting system should be in place.

Accounting and audit measures for the connecting system must be in
place.

Information relating to security incidents that have the potential to
interfere with the security of Europol’s or the interconnected network of a
Partner Agency (such as a virus infection) should be reported to any
concerned Parties as soon as possible. A list of such security incidents is
included in Part C to this Annex.

1.2.2.2. Technical Controls

Ukraine must employ the following appropriately configured technical controls:

Boundary (perimeter) security devices such as firewalls or screening
routers.

Anti virus technologies supported by an anti virus policy and strategy.

No workstation directly connected to a public computer network such as
the Internet may be connected to the Europol Secure Network or used to
access the Europol Secure Network.

Systems that are indirectly connected to a public network such as the
Internet must be appropriately protected in order to protect the Europol
Secure Network from such a public network.

Encryption of traffic when public communications lines are used, such as
encryption technology, must be of an appropriate strength for the
classification of data that it is intended to protect.

Information security assessments and tests are carried out to ensure that
vulnerabilities are identified and remediated.

Connecting systems are subject to an accreditation (or equivalent) regime.

1.2.2.3. Physical Controls

Connecting systems must employ the following physical controls:

The connecting system must be appropriately located in a secure location.

Sensitive equipment such as consoles, server equipment, firewalls, network
switches and encryption devices must employ physical access control (e.g.
located in a locked room).

Access to workstations, terminals etc, where potential to access the
Europol Secure Network exists must be physically restricted. Where
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workstations need to be located in a publicly accessible area for
organisational or operational reasons, such equipment must be physically
protected at all times from unauthorised access, theft or loss. For example,
such equipment must not be left unattended in public places.

1.3. Part C: Examples of Security Incidents

The following is a list of examples that may generate a security alert, as a
minimum they should be investigated, and, where appropriate, notified to
Europol to check that no threat to the confidentiality, integrity or availability of
Europol information has taken or could have taken place.

The main power goes down. For some reason the UPS does not respond.
All systems are down.

A serious virus or other malware incident.

Loss or theft of equipment that contains Europol information or may
contain information that could lead to unauthorised access to the Europol
Secure Network.

A log-check is done (it could also be the use of an IDS). When looking for
certain patterns, it becomes clear that a normal client is distributing
information to another client (client-to-client access is not allowed in the
system).

The log of the access control system shows unusual activity e.g. a staff
member's coded pass is used frequently for entering the building at night
when the actual coded pass holder should only be working nine-to-five and
this activity had not been authorised.

There have been several sustained attacks on key IP ports of network
hosts.

At a routine check it appears that a normal user has been changed to
administrator. The person did it himself by logging on with Telnet.

A system is not responding during normal working hours. When checking
further, an administrator closed the system. The purpose was to install a
service pack. He forgot to inform the users in due time.

Key IP Ports in the firewall are found open, which have not been previously
authorised by the relevant security policy.

Any other incident whereby there is a potential or actual threat to Europol
information.

1.4. Part D: Statement of Compliance to the Code of Connection

Users of the system are security cleared to the appropriate national level.

An authentication policy, i.e. baseline guidelines for password construction
and management, is in place and implemented.

A policy for any remote access and appropriate authentication measures to
the connecting system is in place and implemented.

Accounting and audit measures for the connecting systems are in place and
implemented.

Information relating to security incidents that have the potential to
interfere with the security of Europol’s or another Member States Network
(such as a virus infection) is reported to any concerned Parties as soon as
possible.
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Boundary (perimeter) security devices such as firewalls or screening
routers are implemented.

Anti virus technologies supported by an anti virus policy and strategy are
implemented.

No workstation directly connected to a public computer network such as
the Internet are connected to the Europol Secure Network or used to
access the Europol Secure Network.

Systems that are indirectly connected to a public network such as the
Internet are appropriately protected in order to protect the Europol Secure
Network from such a public network.

Encryption of traffic when public communications lines are used, such as
encryption technology, must be of an appropriate strength for the
classification of data that it is intended to protect.

Information security assessments and tests are carried out to ensure that
vulnerabilities are identified and remediated.

Connecting systems are subject to an Accreditation (or equivalent) regime.
The connecting systems are appropriately located in a secure location.

Sensitive equipment such as consoles, server equipment, firewalls, network
switches and encryption devices employ physical access control (e.g.
located in a locked room).

Access to workstations, terminals etc, where potential to access the
Europol network exists must be physically restricted. Where workstations
need to be located in a publicly accessible area for organisational or
operational reasons, such equipment must be physically protected at all
times from unauthorised access, theft or loss.
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